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Abstract

Real-time systems are essential for the correct and safe operations of many devices that per-
meate our lives, from sophisticated wristwatches to automobiles and aeroplanes. To support their
complex operation, they include control software that relies on scheduling multiple computational
tasks. To make their operation possible, systems have been using scheduling algorithms supporting
multi-programming since the 1970s, allowing complex and interdependent computational tasks to
be deployed while meeting hard real-time constraints.

With the advent of complex, highly capable, resource-sharing real-time systems, it is no longer
efficient to consider the same criticality level for all tasks, as traditional algorithms did. Using
spare processor capacity for tasks of different criticality lowers power consumption and space
requirements. As such, mixed-critical systems are an active area of research and depend highly on
the systems designers’ subjectivity in estimating low-criticality tasks’ worst-case execution times.

In this work, we explored the feasibility of modern deep reinforcement learning (DRL) algo-
rithms in developing intelligent scheduling algorithms geared towards mixed-critical systems to
adjust the tasks’ parameters based on observed behaviour at runtime. We simulated a real-time
system and studied the impact of the agent’s actions on the overall schedulability of the system,
through a set of simulations of different task sets, generated with industry insight.

Our preliminary and limited experimental results reveal that the explored methodology based
on a DRL scheduling agent can significantly reduce the number of task cancellations in most sim-
ulations in a reasonable amount of time, suggesting that reinforcement learning is a valid approach
to improve the schedulability of mixed-critical real-time systems.

Keywords: deep reinforcement learning, scheduling algorithms, real-time computing, real-time
operating systems



Resumo

Sistemas em tempo real sdo essenciais na sociedade, enquanto peca fundamental de avides
comerciais ou carros. Desde os anos 1970, a multiprogramacio nestes sistemas € possivel de-
vido a algoritmos classicos de escalonamento que permitem a execugdo de tarefas complexas e
interdependentes, cumprindo restri¢des temporais rigidas de tempo real.

Com o advento de sistemas em tempo real mais complexos, poderosos e capazes de partilhar
recursos, ndo € eficiente considerar que todas as tarefas sdo igualmente criticas. Na verdade,
alocar capacidade de processamento ndo usada a tarefas de criticidades diferentes contribui para
uma diminuicdo do consumo de energia e do espago requerido. Sistemas de criticidade mista sdo
uma drea de pesquisa ativa e dependem em boa parte da subjetividade dos designers de sistema no
momento da estimagdo do tempo de execugdo no pior caso das tarefas de baixa criticidade.

Providos de algoritmos modernos de aprendizagem por reforco profunda, exploramos a viabi-
lidade da introduc¢d@o de um agente inteligente em sistemas de criticidade mista com vista a ajustar
os pardmetros das tarefas, com base no comportamento observado em tempo de execucdo. Simu-
lamos um sistema em tempo real e estudamos o impacto das a¢des do agente na escalonabilidade
do sistema, através de uma série de simulagdes de escalonamento de conjuntos de tarefas gerados
com base em artigos da industria.

O agente € capaz de reduzir de forma significativa o niimero de cancelamentos de tarefas num
espaco de tempo bastante razoavel, o que sugere que aprendizagem por reforco € uma abordagem
vélida para melhorar a escalonabilidade de sistemas de tempo real de criticidade mista.

Palavras-chave: deep reinforcement learning, algoritmos de escalonamento, computagdo em
tempo real, sistemas operativos em tempo real
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Chapter 1

Introduction

This chapter aims to contextualize the problem (Section 1.1), present our motivation for pur-

suing this research (Section 1.2) and enumerate our goals (Section 1.3).

1.1 Context

Embedded systems have been an industry of hundreds of millions of dollars since the late
1970s [27]. Their microcontroller-based architecture allows for significant cost reductions both
in production ! and deployment (e.g. regarding energy consumption). In the current Internet-
of-Things (IoT) era, embedded systems play a pivotal role in industrial and healthcare settings,
gathering and transmitting data whose analysis leads to more efficient processes and decision-
making.

However, the applications of embedded systems are not limited to simple data collection and
integration. Perhaps the most well known and developed field where embedded computing lever-
ages intelligent physical control of devices is the avionics industry. The availability of autopilot
and multiple self-controlling systems has led to a significant increase in the safety of passengers
and the commodity of pilots: in the first 20 years of the 21st century, the number of accidents with
aeroplanes in the U.S. decreased by about 60% [23].

The design of life-critical systems found in modern aeroplanes and cars requires careful con-
sideration of timing and correctness. For instance, the failure or delay in executing the process
responsible for triggering a car’s brakes in the event of an imminent crash may be catastrophic.
This motivated the advent of real-time computing, presented in Section 2.1, as a set of analysis
tools to be performed at design time that prove that no task can ever be denied of a time budget
that it needs.

Modern embedded systems are complex and often fail to be put in a single criticality level. One

may be surprised to find that recent commercial cars boost entertainment systems that are more

'Here, we are assuming that the microcontroller may be application-tailored and that it is less powerful than a
general-purpose microprocessor with added peripherals.
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capable than general-purpose computers of just a few years ago 2, and yet do not compromise
on delivering an ample set of driving assistance. With this heterogeneous nature in mind, mixed-

critical systems, studied in Section 3.1.1, have gained traction in academia and the industry [5].

1.2 Motivation

Mixed-critical systems are an active area of research [4, 5]. Most complex embedded systems
found in the avionics and automotive industries are gradually evolving to mixed-critical designs "in
order to meet stringent non-functional requirements relating to cost, space, weight, heat generation
and power consumption" [10].

In mixed-critical systems, the time allocated to low-criticality tasks is supposed to be deemed
safe but is not subject to mathematical proof. As such, there is room for subjectivity. While
reducing the time budget of a low-criticality task may allow for scheduling more tasks in the
same time window and/or computational equipment, it may also be overly optimistic and lead to
the task overrunning its given time. The action taken in such cases is highly dependent on the
context and the subjectivity of the system designers but typically involves at least killing the task
or even dispensing with the execution of all low-criticality tasks, effectively hindering the quality
of service for some time. In contrast, being overly pessimistic when estimating the execution times
of tasks implies an inefficient use of resources and, ultimately, loss of cost-cutting opportunities.

The novel heuristics for scheduling mixed-critical systems, analysed in Section 3.1.2, depend
on the aforementioned worst-case execution time of tasks, provided a priori. This offline-only
design fails to account for the actual behaviour of those tasks in the system at runtime, often
leading to execution times very different to the estimated ones.

In the meantime, artificial intelligence has emerged from years of stagnation and has seen
extraordinary success recently in addressing many practical problems. We are particularly amazed
by the appearance of autonomous agents, capable of taking precise actions and cognisant of the
environment in which they reside, whose inner workings we present in Section 3.2.2.

The motivation for this research is to study the feasibility of introducing an intelligent agent in
a mixed-critical real-time system responsible for adjusting at runtime the parameters of the tasks
based on past behaviour in order to reduce costs, e.g. by reducing the number of cores in the
system, or improve quality of service, by avoiding mode changes and task cancellations. This idea
comes from the fact that important runtime synergies may be unavailable to engineers at design
time. For example, in a system with a shared cache, if task B uses the same memory region as
task A and is often activated immediately after task A, the observed execution time of task B will
likely be significantly lower than the expected worst-case time due to the effect of a cache hit.

As of the time of writing, we are unaware of any machine learning-based online real-time

scheduling policy and hope this research is a valuable contribution to the field.

2In December 2021, Tesla installed AMD RDNA 2-based graphics-processing units in their Model 3 and Model Y.
According to Tesla, they provide up to 10 teraflops of compute power [22].
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1.3 Objectives

Throughout this work, we seek to answer the following questions:

1. How can we use state-of-the-art deep reinforcement learning (DRL) to adjust a real-
time system’s schedule in runtime? How to model the problem as a Markov Decision
Process (explained in Section 2.2.2)? What actions can we take that may trigger a positive

rearrangement of the system scheduling?

2. How do different DRL models compare, regarding execution time and overall impact?
What are the computational requirements and impact on the schedulability of the system of

each model?

3. Is the time allocated to the DRL task worth it? As we shall allocate time for the algo-
rithm to run periodically, we lose time possibly useful for application-related tasks. Are the

possible gains worth the investment?

For this to be possible, we propose to simulate a real-time system to serve as a testbed for
experimenting with a DRL agent. We describe our methodology in detail in Chapter 4.

Before that, in Chapter 2, we review fundamental concepts in real-time computing and ma-
chine learning. The reader familiar with these fields may skip this chapter.

In Chapter 3, we present recent work in mixed-critical systems and deep reinforcement learn-
ing algorithms. Although not mandatory, we appreciate that this chapter is not overlooked for a
complete picture of this work.

Chapter 4 describes the problem in hand with more detail, as well as our proposed method-
ological approach.

After that, in Chapter 5, we explain the inner working details of the tasks runtime simulator
and the agent that resides in that environment.

Chapter 6 explains how our test scenarios are generated and analyses the impact of the devel-
oped agent in each of them.

Finally, Chapter 7 summarizes the work developed and outlines future work.



Chapter 2
Background

To help readers grasp the concepts behind our research, this chapter reviews relevant theory in
real-time computing and machine learning. Section 2.1 introduces the timing restrictions in real-
time systems and presents the scheduling classic algorithms honouring them. Then, Section 2.2
reviews the taxonomy of machine learning and studies its techniques and conventions. At last,

Section 2.3 closes the chapter with a summary of reviewed concepts.

2.1 Real-time Computing

Real-time (RT) Computing is a broad term designating software and hardware under timing
constraints. The correctness of a computation in a real-time system depends not only on its logical
correctness but also on the time at which its results are produced [51].

Real-time systems comprise a set of mostly periodic tasks with deadlines by which they must

be invoked and executed. Based on their criticality, tasks may be put into three categories:

* Hard-constrained tasks must be executed before their deadline to avoid catastrophic conse-

quences. For example, controlling a car’s brakes has a hard deadline.

 Firm-contrained tasks produce results that are only useful if they execute before their dead-
line. For example, periodically monitoring a car’s speed and writing it to a database will not

be useful if access to the database takes too long and speed changes quickly.

* Soft-contrained tasks have decreased utility as the time after their deadline passes. For
example, an aperiodic task triggered by the user changing channels in a TV Box’s command

will still be useful, although annoying, if it lags considerably.

With that in mind, real-time systems must be carefully designed to be reliable and predictable
even in a worst-case scenario. In fact, "the architecture of each node, the communication subsys-
tem, the operating system, and the programming languages have to support the notion of guarantee

at all levels of abstraction" [51].



2.1 Real-time Computing 5

Safety-critical RT systems undergo strict tests and must obey a series of best practices to
go into production. For instance, many are programmed in MISRA C, a set of rules for the C
programming language, initially aimed at the automotive industry but later standardized, that pro-
vides "world-leading best practice guidelines for the safe and secure application of both embedded

control systems and standalone software" [6].

2.1.1 Task Scheduling

In real-time systems, the timeliness of tasks’ completion depends on the algorithms used for

task scheduling. They often characterize a task by:

* a worst-case execution time C (interchangeably referred to as WCET)
* aperiod 7, for periodic tasks, or a minimum inter-arrival time, for sporadic tasks
* afirst activation instant ¢, for periodic tasks

¢ adeadline D

Task scheduling algorithms work under certain assumptions to guarantee that hard real-time
constraints are met.

Some algorithms assume that tasks are preemptable at all times, i.e. they can be suspended if
a task of higher priority must run. This may not be true if the tasks share resources. Suppose task
A of lower priority holds a lock of a critical section that task B of higher priority demands, and
task B is activated. In that case, it must be blocked as long as A holds the lock, which effectively
constitutes a priority inversion problem. To maximize schedulability under such circumstances,
priority inheritance protocols, such as the priority ceiling protocol, raise the priority of a task to
the highest priority level of all the tasks it may block during the execution of a critical section [50].

Tasks may also be assumed to be independent, meaning that their activation does not require
the completion of other tasks. If not, we must use fask graphs to enable partial ordering on

executing tasks [19].

2.1.1.1 Single-core scheduling

Single-core scheduling algorithms date back to the work of Liu and Layland [35]. They stud-
ied static scheduling, performed offline, provided that all tasks maintain their timing requirements
throughout the program execution. Rate-monotonic (RM) and Deadline-monotonic (DM) are of-
fline scheduling algorithms that consider the period and the deadline of tasks, respectively, for
determining fixed priorities.

Dynamic or online scheduling adapts better to varying execution times and activation instants
of tasks. The scheduler may be invoked on each clock tick ! to determine the task to execute,

usually with the earliest deadline, as given, for instance, by the Earliest Deadline First (EDF)

Un fact, the scheduler only needs to run upon arrival or termination of tasks, assuming that tasks are not suspended.
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algorithm, a well-known algorithm of this class. This means that the relative priorities of two
tasks can change at runtime, contrary to RM or DM. For instance, consider two tasks with D=10
and D=20, respectively: if a job of the first task arrives 15 time units after an activation of the
second task, under EDF, the second job continues executing since its deadline is 5 time units
ahead; under DM, the first job would interrupt the second.

EDF is known to be optimal for uniprocessor systems [35], but requires a more complex
implementation and analysis, as presented in Section 2.1.1.2.

Instead of prioritizing by the deadline, Least Laxity First (LLF) and First Come, First Served
(FCFES) prioritize by laxity (the difference between the absolute deadline and the remaining exe-
cution time) and time of arrival, respectively. They may be more straightforward, although less

optimal, alternatives to EDF.

2.1.1.2 Schedulability analysis

A schedule may be feasible if and only if the CPU utilization U is less than 1 (Equation (2.1)):

U= 2.1)

™=
=0

1

A schedule is guaranteed to be feasible if the least upper bound of CPU utilization is respected
(Equation (2.2)).

L<n2V/m—1) (2.2)

-
=0

i=1

This is, however, a sufficient but not necessary condition. In a rate-monotonic schedule,
one can prove the schedulability of a system by assessing for all tasks that their worst-case re-
sponse time, occurring when they are activated simultaneously with all higher-priority tasks (Equa-

tion (2.3)), is less than their period [28].

Ri=C+ Y Fﬂ -C; (2.3)
jehp(i) ' 7

In EDF scheduling, the maximum execution time requirement for all tasks that have both

their arrival time and their deadline in a contiguous interval of length ¢, or the processor demand

function (Equation (2.4)), compared with ¢, is a sufficient and necessary test but must be done for

several instances ¢.

ht)= Y ma <0 1+V_D"J> c 2.4)
= x| 0, -C; .
i=1 Ti !

The Quick convergence Processor-demand analysis (QPA) [14], as illustrated in Figure 2.1,
iteratively determines all ¢ needed for the test. It makes ¢t = min(L,,L;), where L, is defined by
Equation (2.5) and L is the length of the synchronous busy period of the task set: the maximum

length of any possible busy processor period in any schedule. If h(r) < ¢, it assigns h(z) to ¢
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Schedulable

[RTEE t e ! - t
h(t) dmin h(t) h(t) h(t) <o t
1 1 1 1 1 1 1 1 >
0 L
Unschedulable
b et t
drlnin d % - h(t) h(t) () 45 v v t
1 1 1 1 1 1 1 »
0 L

Figure 2.1: The QPA algorithm. [14]

and repeats. The task set is determined to be schedulable if 4(¢) becomes less than the smallest

deadline.

La—max(Dl,...,Dn,max(T,-—D,-)- v ) (2.5)

1<i<n 1-U

2.1.1.3 Multi-core scheduling

With the rapid development of multicore processors, even in the embedded systems field, to
reduce power consumption while allowing the execution of highly parallel computational jobs,
single-core scheduling no longer suffices. The challenges of task scheduling in a multicore system
are vast: the search space is ample, and thus the problem is NP-hard.

Multicore scheduling algorithms may be global, if a single task queue for all processors is used
and any processor may be assigned to execute any task, or partitioned, if each task is assigned to
a single processor. An overview of standard scheduling approaches, including multi-core compat-
ible ones, is presented in Figure 2.2.

Partitioned approaches, such as P-EDF and P-FP, derive from their single-core counterparts
only needing to assign sets of tasks to cores as an extra first step, which is an instance of the bin
packing problem, for which several heuristics exist [26].

Global approaches, such as G-EDF, are different in that the migration of tasks may occur, i.e.

a task may be resumed in a different core after exiting a preemption state.

2.1.1.4 Performance metrics

The effectiveness of multi-core scheduling approaches may be determined using empirical
measures, such as the percentage of tasksets found to be schedulable, or the number of migrations

in preemptions obtained in a simulation [9].
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Fixed
priority

RM

Job-level
fixed priority

Partitioned Dynamic

priority

Figure 2.2: Venn diagram of single and multi-core scheduling policies. [26]

The utilization bound, already discussed, or an approximation ratio to an optimal algorithm
are alternative performance metrics. Equation (2.6) represents the approximation ratio &% of an

algorithm A compared to the optimal solution O regarding the number of processors used M.

%—MO

(2.6)

2.1.2 Real-time Operating Systems

A real-time operating system (RTOS) is, by definition, an operating system that supports the
operation of a real-time system, thus meeting both timing and logical correctness requirements.
As such, one usually includes support for setting task priority levels and deterministic preemption.

As with any other operating system, however, it must also manage the hardware resources of
the device in which it is deployed and provide a layer of abstraction from the hardware to the
programmer in the form of an application programming interface (API).

Most contemporary RTOS, such as Zephyr OS or FreeRTOS, include some POSIX compli-
ance. This ensures that input/output, memory sharing, timers, and inter-process communication
are available under a familiar interface [12].

An RTOS strives to be minimal and provides little more than a small kernel capable of fast
context switches 2 and interrupt handling 3. Since many embedded systems do not integrate a
Memory Management Unit (MMU), the separation between user and kernel space is often thin.

Full-blown, general-purpose operating systems such as Linux can also be adjusted to meet

real-time requirements, ditching their usual round-robin scheduling policy with real-time patches

2 A context switch involves all operations necessary for preserving the temporary state of a routine for later restora-
tion. This involves pushing a set of registers to the stack depending on the system architecture.

3 An interrupt handler attends to a traditionally asynchronous hardware event, e.g. implementing device driver
functionality or a software trigger. It also involves context saving.
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[47]. These are typically aimed at supporting the operation of mixed-critical systems and are less

reliable for hard real-time systems compared to RTOS.

2.2 Machine Learning

Machine Learning is a field of Artificial Intelligence concerned with automatically detecting
data patterns to predict future data or perform other kinds of decision-making under uncertainty

[42]. Traditionally, one can identify three types of machine learning [17]:

* Supervised learning is the task of determining a classification (a categorical target) or re-

gression (a numerical target) from labelled training data.

* Unsupervised learning is the task of discovering knowledge in unlabelled data, e.g. segre-

gating data in clusters.

* Reinforcement learning is the task of teaching an agent how to behave in an environment so

that a cumulative reward is maximized.

2.2.1 Supervised Learning

In Supervised Learning, the goal is to learn a mapping from an input x to an output y, also

called a model.

y=f(x) .7

Considering x a labelled dataset, each x; is a vector of features (or attributes). y; is then a
categorical or nominal vector characteristic that the model shall predict. For example, given the
salary and average balance of a bank’s customers, a model could be trained to predict whether they
would be trustworthy for conceding loans.

The process of training a model is that of an algorithm minimizing a loss function between
the predicted and the actual y values for a training labelled dataset, that is, one that provides y;
alongside x; for each row of the dataset. The mean absolute error (Equation (2.8)) is an example

of a loss function commonly used for regression tasks.

1 & .
MAE =~} [yi =il (2.8)
i=1

A good model can generalize and performs well when fed with new, unseen data.

The bias-variance tradeoff (Figure 2.3) is related to the fact that an increase in a model’s com-
plexity, despite reducing its erroneous assumptions and making it perform better on the training
dataset - low bias -, has a chance of overfitting - high variance. An ML engineer would strive for

a low variance and bias in an ideal scenario.
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Figure 2.3: The bias-variance tradeoff, as illustrated in [16]. In the bulls-eye diagram, the centre
represents a correct prediction by the model.

Typical algorithms for Supervised Learning include Decision Trees, Naive Bayes and Support
Vector Machines [8]. Artificial Neural Networks (ANN) is an alternative that will be further

discussed in Section 2.2.3.

2.2.2 Reinforcement Learning

Reinforcement Learning (RL) is concerned with finding the optimal behaviour for an agent
in an environment. Contrary to Supervised Learning, it is fed with unlabelled data - a batch of
observations o, possibly partial descriptions of the environment’s state s throughout time.

RL systems, modelled in Figure 2.4, empirically infer the dynamics of the environment through
trial and error. After executing an action a, the agent receives a reward r that may hint whether
the action was good or not. For example, the rewards for an agent training to escape a maze with
traps, as illustrated in Figure 2.5, could be -100 after hitting a trap (red tile), -1 after moving to a
neutral tile (white tile) and 1 for finding the exit door (green tile).

The goal of the agent is to find a policy 7, a mapping of states to actions (Equation (2.9)), that
maximizes some long-run measure of reinforcement [29]. In the maze scenario, it would be one

that yields a path as short and trapless as possible, ending in an exit tile.

a; ~ T (s;) (2.9)

RL problems often fit the definition of a Markov Decision Process (MDP), consisting of: [29]

¢ aset of states S
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Interpreter
(0O
%’ =
il Figure 2.5: An agent in a maze. The action
Agent space is discrete: at a given time, it may go
left, up, right or bottom, as long as the tile is
Figure 2.4: Agent-environment interaction not grey.

loop. [39]

¢ aset of actions A
o areward function R: SxA - R4

* astate transition function 7 : S x A x S — [0, 1].

2.2.2.1 Tranining Dynamics

RL agents train in episodes or trajectories as long as some stopping criteria, such as a maxi-
mum number of episodes or success rate, are not met. An episode is simply a sequence of states
and actions in the world.

An agent strives to maximize the cumulative reward gained during an episode. As such, it
considers the value or utility of a state (Equation (2.10)) as the expected sum of rewards obtained
during the following states, experienced in previous episodes. The discount factor 7, between 0

and 1, constrains the weight of rewards set far in the future.

V(s)= i YR(s:) (2.10)
t=0

The value of a state can be calculated using dynamic programming concepts. The Bellman
Equation (Equation (2.11)), from 1953 [43], develops the above statement and considers the value
of a state as the immediate reward plus the value of the following state s, reached after executing
the best available action, and thus is fit for the RL domain. T (s,a,s’) represents the probability of

transitioning to state s’ after executing action a in state s.

“It is not always trivial to design a reward function without sufficient knowledge of the environment. While outside
the scope of this dissertation, the reader might be interested to know that reward signals might be determined "via online
gradient ascent, where the gradient is that of the high-level objective function" [56]. The high-level objective function
in our problem would be the number of mode changes and task cancellations.
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V(s) = max <R(s,a)+YZT(s,a,s’)V(s’)> (2.11)

a !
N

The best policy is then the one that yields an action that maximizes the value function of a

state. Since it depends on assessing the reward dynamics throughout the state-action space in

reasonable computational time, an agent should balance exploration - executing a random action

to get to know the environment - and exploitation - choosing an action previously shown to be the

best. This tradeoff is extensively studied in multi-armed bandit problems.

2.2.2.2 Taxonomy

RL algorithms try to learn an optimal policy by manipulating it directly (policy-based) or
deriving it from the value function (value-based). They may also be categorized as model-free or
model-based according to their ability to predict state transitions and rewards, i.e., having a model
of the environment.

Classical, value-based RL algorithms are temporal-difference methods, since updates are per-
formed according to the difference in the measured future value and the estimated future value [11]
of states. Exploration is typically performed using an € — greedy strategy: exploration is chosen
if a random value between 0 and 1 falls below a current € that will decrease with time, effectively
favouring exploitation later on in the training process.

Q-learning, an example of value-based RL originated in a study on behavioural ecology [61],
works by building a value function Q(s,a) that is stored in a table of finite size S x A and up-
dated iteratively with a learning rate ¢ and new values calculated using the Bellman equation >
(Equation (2.12)).

Onew(s,a) < (1 —a)-Q(s,a)+ o - (r—i— y-mng(s',a’)) (2.12)

where s’ is the state if one takes action a in state s and r is the reward by taking action a in
state s.

The REINFORCE algorithms [62], sometimes called Vanilla Policy Gradient algorithms, are
policy-based in that they make weight adjustments in their "connectionist networks" in a direction
lying along the gradient of expected reinforcement. Equation (2.13) is the gradient ascent update
rule of these algorithms, where 6 are the policy parameters, ¢ is the learning rate, and VoJ(0) is

the gradient of the expected return with respect to the policy parameters.

611 0t+aV9J(9) (2.13)

Table 2.1 presents some standard RL algorithms. Algorithms utilizing Deep Learning tech-
niques will be further explored in Section 3.2.2.

5The Bellman equation formulates the value of a decision problem recurrently in regards to the value after taking
action and receiving some form of payoff. As such, its use depends on the context.
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Approach Category Iteration Example Algorithms

Q-Learning Model-Free Value Q-learning, Deep Q Networks (DQN)
SARSA Model-Free = Value SARSA, Expected SARSA

REINFORCE Model-Free Policy Vanilla Policy Gradient (REINFORCE)
DDPG Model-Free  Policy Deep Deterministic Policy Gradient (DDPG)
PPO Model-Free  Policy Proximal Policy Optimization (PPO)

A2C Model-Free  Policy Advantage Actor-Critic (A2C)

MCTS Model-Based Alpha Zero

Table 2.1: Common RL Algorithms.

2.2.3 Artificial Neural Networks

Closely resembling the human brain [20], Artificial Neural Networks (ANN) is a means of
doing Machine Learning via densely interconnected, simple processing nodes placed in layers.

The output of a node is a function of the weighted sum of its inputs, optionally adding a bias
term (Equation (2.14)). Such a function is called an activation function. The logistic or sigmoid
function (Equation (2.15)) is an example that may be useful for approximating complex functions

due to its nonlinearity.
n
a=g Zw,-xi—l—b (2.14)
i=1

1
g(x) - 1+efx

ANNSs start their training process with random weights and biases and adjust them backwards

(2.15)

to minimize a loss function, usually using a variant of the stochastic gradient descent algorithm.
Most ANNS are feedforward (Figure 2.6) since data flows in one direction only, from input to
output. Alternatively, recurrent or feedback ANNs (Figure 2.7) include loops.
The architecture of an ANN comprises aspects such as the number of layers and nodes per

layer. It is typically determined empirically by hyperparameter tuning.

Hidden layer Qutputs

Input Hidden Qutput
Neurons Neurons Neurons

Figure 2.6: Feedforward network. [60]
Figure 2.7: Recurrent network. [60]
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2.2.4 Hyperparameter Tuning

Hyperparameter tuning (or hyperparameter optimisation) refers to adjusting the parameters
used to control the learning process, e.g. the learning rate for stochastic gradient descent meth-
ods. These are different from the model parameters, such as the weights of a NN, which are not
provided beforehand.

Hyperparameter tuning is typically performed to improve the learning speeds or the model’s
fitness potential.

The simplest, most common way of doing hyperparameter tuning is through a more or less
exhaustive search of the values space, which may be provided ad hoc or randomly walked through.

Although slow, this process is embarrassingly parallel.

Important parameter

Grid Search Random Search
— —_
i) i)
(] . . . Q
€ € (@]
© ©
8 8 ° °
= [6) [6) [6) o o)
g g o
2 g ° %
z o o o| =z o
o] )

Important parameter

Figure 2.8: Grid Search versus Random Search in Hyperparameter Optimisation [15]. Suppose
some hyperparameters are more important than others. In that case, a random search may be able
to find higher-quality solutions.®

Walking through the hyperparameter values space more efficiently is not trivial because there
is usually no "access to a gradient of the loss function with respect to the hyperparameter” [15],
as we do not know the best hyperparameters beforehand. Bayesian optimisation and evolutionary
approaches (Figure 2.9) are alternatives that improve the search process by reasoning about the

utility of exploration versus exploitation.

Continue

searching?

candidate models

Discard worst-performing }

Y

Generate population of Evalnate e modaisand Create new models using
models with randomly chosen mutation and recombination
sort by performance

hyperparameter values of best-performing models

Figure 2.9: The evolutionary approach to hyperparameter tuning [54], using a genetic algorithm.

oIt is not straightforward to identify hyperparameters that are more important than others. While a random walk
may provide relevant insight through the monitoring of the model fitness according to the provided hyperparameters,
one may also start from a package’s defaults and resort to studies on tunability ranges and heuristics [46].
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2.3 Summary

Real-time systems are everywhere in society and require that strict timing requirements, along-
side logical correctness, are met. For that, scheduling policies orchestrate the order by which com-
peting computational tasks are executed. In a multi-core system, the algorithms for achieving this
job are more complex due to the enlarged search space.

Real-time scheduling policies are typically in place in real-time operating systems, although
they can also be found in patched mainstream systems such as Linux.

The search problem for an optimal scheduling policy can be tackled using machine learning.
Although supervised learning methods are famous for making predictions, reinforcement learning
is the most viable method for controlling an agent in an environment and, thus, is fit for online
control of scheduler policies.

The choice of algorithm hyperparameters may influence the potential quality of the resulting

ML model. As such, the ML operator should strive to optimise them properly.



Chapter 3

State of the Art

After reviewing the most important concepts used throughout our work, this chapter presents
itself as a study on the state of the art of scheduling algorithms and reinforcement learning. Sec-
tion 3.1 analyses modern real-time task scheduling algorithms, while Section 3.2 studies the tech-
niques and environments widely used in deep reinforcement learning, which will serve as the
foundation of our optimization efforts. Section 3.3 presents related work. Finally, Section 3.4

contains the relevant takeaways of this chapter.

3.1 Modern Scheduling Algorithms

Modern real-time embedded systems are complex and usually comprise functions of different
criticality. However, the scheduling algorithms analysed in Section 2.1.1 assume that no task
execution time can surpass their worst-case execution time. As tasks’ worst-case execution time
shall be a provable upper bound, this leads to an inefficient use of resources on the average case.

Recent research considers the specificities of mixed-critical systems and adjusts the traditional

scheduling algorithms to suit their requirements better.

3.1.1 Mixed-critical Systems

Mixed-critical (MC) systems are computational systems with tasks with heterogeneous criti-
cality. Consider a commercial aeroplane. A deadline miss by a highly critical function, such as the
auto-pilot subsystem, may be catastrophic, but a slight delay in the passenger’s entertainment sub-
system will hardly cause significant annoyance. Hence, the worst-case execution time analysis of
the non-critical functions does not need to be exact, and complex control flow graph-based meth-
ods [13] may be replaced by more straightforward empirical measurements with a lower degree of

confidence.

16



3.1 Modern Scheduling Algorithms 17

Vestal’s model, from 2007 [59], extends the traditional task model by adding the level L of
assurance that the actual execution time of a task will not exceed its C, where level A is the

highest degree of assurance.

3.1.1.1 Optimal priority assignment

Vestal [59] demonstrates that the deadline monotonic priority assignment is not optimal for
mixed-critical systems, as illustrated in Table 3.1, and presents two algorithms, possibly used in

conjunction, for improving the allocated utilization time.

T=D L C(Cp Cy

Task 1 2 B 1 2
Task2 4 A 1 1

Table 3.1: Characteristics of two tasks. Under DM, task 1 is assigned a higher priority, and the
schedule is not feasible. However, the schedule is feasible if we consider task 1°s worst-case
execution time for level B and set task 2 as the highest priority. [59]

The first algorithm is based on period transformation. It executes run-time slicing for every j
task, making Tj’ =T;/n and C'j = Cj/n for an integer n that is below the period of every lower-
criticality tasks than j. This is shown to increase the allocated utilization up to 11% compared to
DM.

The second algorithm is a modification of Audsley’s priority assignment algorithm [3]. It
assigns priorities to each task, one by one, starting with low priorities and increasing the priority
after each assignment. At each step, the chosen task is any that will be schedulable if assigned
the next higher priority. Combined with the previous algorithm, this is showcased to increase

utilization up to 59% versus DM.

3.1.1.2 Schedulability concerns

Mixed-criticality offers new static schedulability analysis challenges compared to the simple
response-time analysis presented in Equation (2.3), depending on the priority assignment scheme

used, which might be one of [7]:

1. Partitioned Criticality: all jobs of criticality L1 < L2 are assigned lower priority than all
jobs with criticality L.2. Thus, all lower-priority jobs are, by definition, interrupted if a more

critical one arrives.

2. Static Mixed Criticality (SMC): allows priorities of different jobs to be interleaved, improv-
ing schedulability. A job’s execution time is monitored in runtime and killed if it surpasses

its representative WCET.

3. Adaptive Mixed Criticality (AMC): Takes SMC one step further, by dispensing with the
execution of all jobs of criticality L if any job of equal or lower criticality than L surpasses
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its WCET. That is called a mode change: in SMC, there are as many criticality modes as the

number of unique criticality levels of tasks in the taskset.

AMC can "obtain enhanced performance over the static scheme" [7] due to better schedula-
bility. However, with AMC, there is a need to check not only the response time of jobs in all
criticality levels (when their criticality is equal or higher than the criticality of the mode) but also
the schedulability of the criticality change itself. For a two-criticality level scheme, we have:

. RLO R*
Ri=cl'+ Y {}chﬂ Y {chj’ 3.1)

Tj€hp(i)NLO T;€hp(i)NHI

Equation (3.1), used by AMC-rtb, states that the maximum response time of a job i with high
criticality depends on its WCET in that high criticality mode, as expected, but also on the possible
interference of higher-priority jobs in high criticality mode and the possible interference of higher-
priority jobs in low criticality mode, assuming that a runtime monitor kills them immediately once
they surpass their WCET..

It is worth noting that Equation (3.1) is a recurrence, as its result depends on the result of its

previous iteration. To test for the feasibility of an AMC schedule using this relation, one might:

1. Use a reasonable first guess for R}, such as the WCET" of the task.

2. Iterate on R} until either R (n) < R} (n), where n is the number of the iteration, or R} (n) >
D;.

3. The schedule is guaranteed to be feasible if finally Ry < D; for all jobs i belonging to the

task set; in other words, if the recurrence converged.

The above equation does not consider that all jobs in low criticality mode are killed once
one of them exceeds the expected time budget - note that higher priority, low criticality jobs still
"virtually" run according to the second parcel - and thus it is possible to bound the interference of

those jobs using the instant s when the criticality change occurs, as is the case with AMC-max:

R*
R—wCl+ Y Q;J n 1) Y {TW ct (32)
(i) J rHL T

jehpL Tiehp(i)
Computing Equation (3.2) is more expensive than Equation (3.1) because it may require the

solution of several recurrences, whereas the latter requires the solution of only one recurrence per

higher-criticality task.

3.1.2 Efficient Mixed-critical Scheduling

Recent research focuses on improving scheduling under Vestal’s model by incorporating de-

tails about the system’s architecture, such as the use of caches or contention between cores when

accessing main memory, or by adjusting the budget of task servers '.

TA task server refers to a periodically recurring time window, in which some sporadic tasks are scheduled.
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3.1.2.1 Dynamic redistribution of shared resources

Awan et al. [4] integrate the effects of the last-level cache, shared among all cores in a multi-
core system with a single shared main memory, under a dual-criticality Vestal model. They realize
that the worst execution time of a task depends on the number of its hottest pages allocated in the
last-level cache (Figure 3.1) and seek to minimize the system utilization in L-mode via integer

linear programming (Equation (3.3)).

GT

Minimize Y Y UL;;x UF(j) (3.3)

v1€7 j=0
where UL; ; is 1 if j pages are allocated to task 7; in L-mode and O otherwise; 7 is set of tasks; ol
is the total number of cache pages; UL () is the utilization of task 7; in L-mode when it is allocated

Jj cache pages.
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Figure 3.1: The relation of the number of pages locked in the last-level cache to the worst-case
execution time of a task [4], determining the scaling factor for C from L-mode to H-mode.

The system’s H-mode only guarantees that no H-task misses its deadline and dispenses with
executing L-tasks. Hence, the pages reclaimed from idled L-tasks at the switch from L-mode to
H-mode depend only on the H-tasks (Equation (3.4)).

O.T

Minimize Y Y UH; ;< U(j) (3.4)
Vet j=0
where UH, j is 1 if j pages are allocated to task 7; in H-mode and 0 otherwise; U/ (j) is the
utilization of task 7; in H-mode when it is allocated j cache pages.
The dynamic redistribution of cache pages at mode-switch outperformed approaches that do
not redistribute cache pages with varying parameters like cache size, number of cores or fraction
of H-tasks.
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3.1.2.2 Mode-dependent server execution budgets

Task servers traditionally provide scheduling isolation via time partitioning: served tasks can-
not use processor time when the server is not activated.

The fact that a given server can have very different processing needs in different modes re-
quires careful server ordering and time budget allocation for better efficiency. Awan et al. [5]
determine dynamic server budgets using two approaches.

The first, most straightforward approach assigns L-mode budgets (X,-L) to all servers, propor-
tionally to the minimum feasible L-mode budget X" for each server, identified via a binary
search algorithm. All server offsets and H-mode budgets are derived from these and depend on
the selected server order.

The second method is based on simulated annealing. As each iteration, it selects two random
servers, increases the budget for the first and decreases the budget for the second. If the overall
weighted schedulability of the system improves, that is accepted as the new solution; otherwise, it
is accepted with a probability directly related to a temperature factor that decreases over time.

The server ordering is given by non-decreasing X/ — XX, which has been shown to perform
slightly better than non-increasing X7 /X"

Supporting varying server budgets in different modes is worthwhile, as it improved schedula-

bility ratios by up to 52.8% vs. static budgets.

3.2 Deep Reinforcement Learning Techniques

Since the advent of early RL algorithms, there has been interest in applying RL techniques to
highly complex and dynamic environments, previously impossible due to the space restrictions of

traditional methods. Nowadays, this is attained by the use of Deep Learning.

3.2.1 Deep Learning

The start of the 21st century was marked by the transition from shallow neural networks to
complex, multi-layered neural networks, commonly referred to as Deep Neural Networks (DNN).
In his breakthrough paper from 2006, Geoffrey Hinton, a British-Canadian computer scientist and
cognitive psychologist, introduced the concept of Deep Learning (DL) [63].

Typical machine learning methods usually require careful hand-designed feature extraction to
solve the selectivity-invariance dilemma: one that processes data so that important features are
distinguishable and irrelevant details are removed. On the contrary, DL methods can transform
raw data into high-level representations via the composition of simple but non-linear modules
that can learn very complex functions. The hidden layers of a DNN typically detect motifs and
features in a structured way, but they do so as part of the learning process and not as a result of
human assembly [33].

DL is versatile because it can be applied to various areas of machine learning, from supervised

to reinforcement learning.
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In particular, convolutional neural networks - a type of feedforward neural networks - have
been proven helpful for computer vision, pattern recognition and natural language processing [2].
Designed to work with multiple arrays as input, they are armed with pooling layers that merge
semantically similar features into one, facilitating the detection of highly correlated, distinctive
local motifs [33].

3.2.2 Deep Reinforcement Learning

With the successes of Deep Learning in recent years, its conjunction with Reinforcement
Learning was inevitable. In 2017, Google Deepmind’s AlphaZero beat Stockfish, the world’s

strongest chess engine at the time, after just seven hours of training through self-play.

3.2.2.1 AlphaZero

AlphaZero is a generalization of AlphaGo Zero, Google’s previous RL-based playing agent.
Provided with the model of the environment (in the case of chess, the rules of chess), AlphaZero
trains a deep neural network fyg(s) = (p,v) with parameters 6, that takes the board position s and
outputs a vector of tuples of move probabilities p and the expected outcome v of the game.

At each state, the deep neural network suggestions are used, if exploited, as the next move
of a Monte Carlo Tree Search (MCTS) routine that yields, at a leaf node, the result of the game,
which is used to train the network in a backward fashion [53]. Figure 3.2 illustrates how the neural

network outputs change as simulation rewards are obtained.

102 Simulations

102 Simulations 104 Simulations  10°% Simulations  10¢ Simulations
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Figure 3.2: The most visited nodes in an AlphaZero MCTS search, as the neural network updates
during the computer’s time to move. Adapted from [53].
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3.2.2.2 Deep Q-Network

Without a known model of the environment, a Deep Q-Network (DQN) works by approxi-
mating the Q-value function through a deep neural network 2. This approach scales better than
Q-learning (described in Section 2.2.2.2) in applications with large state spaces, such as a video
game, in which states may be represented as a sequence of frames, as is the case in the Atari games
first used to showcase the algorithm in 2013 [41]. In that approach, frames were preprocessed to
reduce the input dimensionality by converting the RGB representations to greyscale and reducing
the resolution of the images.

An essential challenge of using consecutive frames as the state input representation is the
possibility of a high correlation between the frames hindering the correct understanding of the
environment. As such, the original DQN paper suggests the use of an experience replay memory,
a dataset of agent experiences e, = (sy,a,,77,5:+1), to sample experiences from during training,
making it an off-policy method 3.

The original DQN [41] updates the network parameters only after a discrete number of steps
to achieve stability. In spite of this, it uses the same network for selecting and evaluating actions,
which could lead to over-optimistic value estimates. Recent algorithm modifications such as Dou-
ble Deep Q-Learning decouple these two tasks in two different neural networks [21]. Updates are

only applied to one of them randomly at each step.

3.2.2.3 Policy gradient methods

Instead of estimating the value of a state-action pair and using it to estimate the policy, pol-
icy gradient methods directly compute a parameterizable policy 7[a|s;, 0], where 0 is a set of
policy parameters [45]. They aim to maximize the expected return over many trajectories 7 (3.5)
and use a gradient ascent update, with learning rate «, to adjust the parameters 6 accordingly
(Equation (3.6)).

0= arggnax[ET[r[T]]] = arggnax [/Pr(ﬂ@) -r(7) d’L’:| (3.5)

P
0 6+a- %/Pr(ﬂe) H(t)dt (3.6)

Including the probability of a trajectory Pr in this formula ensures that already likely trajecto-
ries with positive rewards do not influence the policy as much as newer, unseen ones, as seen in
Figure 3.3.

Several policy gradient methods have been proposed since the early REINFORCE algorithm,

described in Section 2.2.2.2. They are primarily actor-critic methods, combining an actor with

2This network may have convolutional layers, as in the example used in DQN’s original paper, for extracting relevant
features of an image. That is not the case in our problem.

30ff-policy and on-policy are terms used to describe how the interaction policy relates to the learned policy. Off-
policy means that the agent can learn from data generated by a different policy (often more exploratory) than the one it
currently follows. In DQN, this is enabled by the experience replay memory and how updates are applied to the target
network, a "frozen" copy of the Q-network, while experiences are gathered from the most current network.
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Figure 3.3: A set of trajectories [45]. Brighter colours indicate higher rewards. Trajectories 1, 2
and 3 generate high rewards, such as 5, but occur with higher likelihood, as denoted by the overlap
of states. As such, traversing 5 results in a steeper change to the policy, following Equation (3.6).

policy parameters with a critic capable of learning a value function to help it in the direction of
performance improvement [31].

Deep Deterministic Policy Gradient (DDPG) was proposed in 2016 [34] as a means to adapt
DQN to a continuous action space, characteristic of environments with real-valued actions. DQN
can not be used in such environments because it strives to find the action that maximizes the
action-value function, which requires an expensive iterative optimization process at every step in
a continuous action space. Instead of discretizing the action space and losing precision, DDPG
tackles the issue by following an actor-critic approach (Figure 3.4). This includes, as in DQN,
target networks; however, the update rules for both the actor-network Q and the critic-network p

are softened by a scaling factor T (Equation (3.7) and Equation (3.8)).

Actor - network Critic - network

(s,a)

Update

Update =

Q(s, a)

[seeumase " Loss Function |

Figure 3.4: The DDPG algorithm structure, as presented in [55]. The critic-network estimates the
Q-value of a state-action pair sampled from the actor-network. The actor-network then uses it to
update the policy.

Environment
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Another popular DRL algorithm is the Proximal Policy Optimization (PPO) algorithm, pro-
posed in 2017 [49]. It formulates a novel objective function (Equation (3.9)) that enables multiple
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epochs of minibatch updates, meaning that the algorithm performs multiple updates using the
same batch of collected experiences. Over several iterations, a set of actors run policy 7, in the
environment and compute the advantage estimate A,, - the difference between the observed return
and the expected value of the state -, progressively optimizing the objective function L. Clipping
the policy change factor ensures that the algorithm is less sensitive to hyperparameters and has

better sample complexity, i.e., trains faster and more stably.

L(6) =E, [min (ne(at‘st))At,clip (Wl —e,1+e> A,)] (3.9)

T4 (arls: 70014 (arls:

The performance of each of these algorithms is highly dependent on the characteristics of the
environment. An empirical study from 2023 [52] found that DDPG trains in less time than PPO
and achieves higher maximum rewards in an autonomous driving environment. Due to the lat-
ter’s absence of an experience replay buffer, the trained driving agent suffered from "catastrophic

forgetting" and crashed frequently after successful episodes.

3.3 Related Work

There are multiple tentatives in applying Deep Reinforcement Learning to scheduling prob-
lems. They are generally successful in highly dynamic environments such as instances of the
job-shop scheduling problem in which machine breakdowns or material problems may impact the
job’s time [36].

However, it must be noted that the time available for performing these scheduling mutations
in an environment such as a textile industry is much higher than in a real-time computer system,
where each time unit is precious for the feasibility of the schedule. As such, we see this success
with a grain of salt and avoid making strong analogies to our work.

The relative absence of relevant related work is arguably due to the novelty and certification
challenges of using ML in runtime with critical systems such as hard real-time systems. As such,

RL must be carefully adapted to our domain.

3.4 Conclusions

Modern and complex real-time systems are mixed-critical in that they comprise tasks of multi-
ple criticality. Under the umbrella of the Vestal model, there is significant research on scheduling
optimization, namely via architecture considerations.

The most used DRL algorithms nowadays are just a few years old. Actor-critic approaches
such as DDPG or PPO have improved on DQN and are widely used in the industry.

Much work applies DRL to scheduling problems, but usually not in the computational field,
in which substantial timing requirements require further consideration. The relative absence of

related work might enhance the potential of this work.



Chapter 4

Methodology

This chapter formulates our hypothesis (Section 4.1) and the problem we will investigate to
prove it (Section 4.2). A proposed solution is presented in Section 4.3. Our methodological
approach is described in Section 4.4. Lastly, we explain how evaluation should be performed
(Section 4.5).

4.1 Hypothesis

With this dissertation, we hope to improve the efficiency of real-time task scheduling on a
single-core platform. Realizing the complexity of modern real-time systems and the suitability of
Vestal’s mixed-criticality model to improve their efficiency, our work will focus on a mixed-critical
platform.

We seek to find whether a DRL agent will be able to achieve this goal by realizing execution

patterns at runtime and acting upon them. In summary, we hope to prove empirically that:

Using Deep Reinforcement Learning in a mixed-critical real-time system to orches-

trate the scheduling process can improve the overall schedulability of the system.

The overall schedulability of the system is mainly given by the processor utilisation, provided
that real-time guarantees are met: the higher the utilisation, the better, since the system may
perform more activities with the same computational resources, reducing the number of cores and
decreasing cost and power consumption.

In a dual-mode mixed-criticality setting, the overall schedulability is also related to the number
of task cancellations and/or mode changes: the fewer task cancellations there are, the longer the

system operates seamlessly with all functions intact.

25
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4.2 Problem Statement

A significant issue when designing mixed-critical, hard real-time systems is determining the
L-mode time budget (or the WCET" for a task) in a way that is both reasonably safe and uses

platform resources in the best way possible. In other words:

It is not trivial to assign time budgets to tasks in a mixed-critical, real-time system

due to the trade-off between perceived safety and potential resource utilisation.

As such, we will reproduce a scenario where this problem exists, to be able to test our hypoth-

esis.

4.2.1 Platform

We assume a single-core platform. We expect a hardware timer to interrupt the processor with
a high frequency so that task scheduling code may be run and a context switch can be performed

if needed.

4.2.2 Task Model

We use Vestal’s model with two criticality levels, high (H) and low (L). Each task can be
critical (H-task) if it is essential for the system’s operation and cannot be dispensed with during
runtime or non-critical (L-task) if it can be dispensed with at runtime during relatively short periods
of system overload.

A H-task is provided with two estimates of its worst-case execution time: WCET!, which
is determined with a level of assurance according to its criticality, and WCETZ, which may be
determined with a lower level of assurance (for instance, the worst-case execution time observed
over a thousand runs, possibly slightly scaled up).

The system may run in two modes - L-mode and H-mode - and uses a slight variation of AMC.
The system boots in L-mode. In L-mode, all tasks are assigned an execution budget equal to their
WCETL. 1If it is observed that a task takes more time to execute than its WCET?, the action
performed depends on the nature of that task: an L-task is simply killed so that other instances of
it and other L-tasks are scheduled as usual. This deviates from the original definition of AMC, in
which all L-tasks are killed and a mode change is immediately triggered, and is done to minimize
mode changes a priori.

In the case of an H-task, a mode change is triggered since H-tasks cannot be killed. We must
guarantee that, regardless of when the mode change occurs, there is no way that any H-task may
miss its deadline. This is done by proper mode-change time-analysis as explored in Section 3.1.1.2.

In H-mode, only H-tasks are scheduled, using their WCET". The system switches back to
L-mode when idle, i.e. no task is being executed.
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4.2.3 Scheduling Algorithm

The system is scheduled internally using fixed-priority scheduling. Tasks are prioritized ac-

cording to their period: tasks yielding more frequent jobs will have a higher frequency, as in RM.

4.3 Proposed Solution

We propose introducing Deep Reinforcement Learning in a real-time system using our mixed-
criticality model as a sporadic L-task. This guarantees that there is a limit to the time the agent can
require and that time can be accounted for during scheduling analysis for certification purposes.

The environment in which the agent executes is the processor with its scheduled tasks. It
observes the execution time of tasks and acts by changing their budgets - more specifically, their

execution budgets.

4.4 Methodological Approach

We propose to test the hypothesis as mentioned earlier by setting up a simulated, proof of con-
cept real-time environment in a general-purpose programming language, using a mixed-criticality
model. This is done so we can focus on the effects of the DRL agent without worrying about OS
details and/or lack of support for the proposed environment. For instance, when writing, popular
RTOS such as Zephyr or FreeRTOS didn’t yet support Vestal’s model and would require a major
refactor to accommodate that.

We will generate a set of critical and non-critical tasks to be scheduled and provide auto-
generated WCET estimates and deadlines. At runtime, tasks will take a simulated time sampled
from a probability distribution with some parameters derived from its estimated WCET .

We shall test different DRL models that will be able to mutate the time L-mode time budgets of
tasks in the system. As a proof-of-concept, we assume that the DRL agent is omniscient and knows
everything happening in the system, namely where and for how long tasks have been executing
(which would not be the case if working with a real OS kernel). We will perform hyperparameter
tuning and experiment with different actions and rewards. Following RL principles, negative
rewards should be generated each time the system switches from L-mode to H-mode or an L-task

is killed, since these are the events that we are trying to prevent from happening.

4.5 Evaluation Approach

Our goal is to test whether there is an increase in the quality of service and/or cost reductions.
The former requires evaluating the number of mode changes, while the latter is related to processor
utilisation: the more the better, meaning that less tasks are dispensed with and idle time decreases.

We expect our testing scope to be large. We need to test different sets of actions and different

models with an ample set of hyperparameters.



Chapter 5

Runtime Orchestration Environment

This chapter explains the challenges and considerations (Section 5.1) that led to our system
design decisions (Section 5.2). It then uncovers relevant implementation details in the simulator
(Section 5.3) and the agent (Section 5.4). It ends with a summary of the implementation work

developed (Section 5.5).

5.1 Challenges and Initial Considerations
Proving the hypothesis proposed in Chapter 4 brings up a handful of design challenges:

1. No open-source OS or RTOS supports the Vestal mixed-criticality model, much less our
AMC variant.

2. Certifying a solution for real-time systems typically requires providing hard-bounded timing

and memory constraints, which is much harder using comprehensive RL frameworks.

3. It is hard to guess industry expectations of a mixed-criticality system due to intellectual

property concerns.

The issue regarding the absence of production OSs following our scheduling model requires
either implementing an OS, modifying an existing one or implementing a simulator of a system
executing a bunch of tasks. The first two are not the main focus of our work and are extremely
time-consuming. As such, we implemented a simulated real-time system that we will refer to as
the simulator, detailed in Section 5.3.

The potential for certification is vital to target production systems. We find that using a bare-
bones ML library such as libtorch [24] !, providing simple ANN operations and optimisers, and
implementing the DRL logic on top is more transparent and easier to reason about compared to
using a black-box library such as TensorFlow Agents [18].

The final point recommends using a reliable source to create authentic mock tasks. We tackle

this issue in Chapter 6.

Vibtorch is the C++ distribution of PyTorch, a famous Python-first ML library.
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Figure 5.1 presents a high-level view of the system’s design. It includes a simulator following

The agent contains data structures necessary for performing the DQN algorithm, which is

5.2 System Design and Architecture

5.2 System Design and Architecture

TaskValidator |

valid_Imode(): bool
valid_hmode(): bool
valid_mode_change(full: bool): bool
A
<<uses>>
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TaskProps

wecet_h: TimeUnit
wecet_|: TimeUnit

<<interface>>
Task

period: TimeUnit [-1—— activate()

offset: TimeUnit
acet: TimeUnit
bcet: TimeUnit

set_props(props: TaskProps)
sample_execution_time(): TimeUnit

<<enum>>
SimulatorAction
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WCET_DECREASE
NONE

<<enum>>
AgentState

COLLECTION
TRAINING
REACTIVE
PLACEBO

The full system is implemented in the Rust programming language [48]. Rust is an emerging

Agent ML model

ommited
cumulative_reward: float

buffered_action: AgentAction
buffered_reward: float

buffered_state: Tensor

One of these tasks is our DRL agent, a sporadic L-task of the system.

ronment state and transitions when the agent activates and inference runs.

<<enum>>
SimulatorMode

the scheduling algorithm detailed in Chapter 4, with a set of simulated tasks that are activated

according to their priorities and consume a pseudo-random amount of time for each activation.

adjusted to the problem, and an interface to communicate with the simulator. As explained in

Section 5.3, the simulator informs the agent of relevant events, which shall be translated to envi-

F1
LMODE
HMODE

Simulator

instant: TimeUnit

schedule()

1.

TaskKill

task: Task

ModeChange

from: SimulatorMode
to: SimulatorMode

TaskStart

task: Task

push_event(event: SimulatorEvent)
event_to_reward(): float
taskset_history_to_input(): Tensor
output_to_action(out: Tensor): SimulatorAction
set_state(state: AgentState)

<<enum>>
SimulatorEvent

Figure 5.1: High-level class diagram of the system.

and developer tooling.

systems language with zero-cost abstractions in the likes of C++ and designed with memory safety

in mind. It’s also comparable in terms of energy efficiency [44] and has a rich package ecosystem
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5.3 Simulator Environment

The simulator is a module that simulates the execution of a real-time system, generating the
arrival of jobs of tasks with a set of parameters according to a fixed-priority scheduling scheme
during a desired time interval.

The simulator starts by generating the first job arrival events and pushing them to a queue.
Once the time to run these jobs comes, the event is popped from the queue, and a new arrival
event for the next job arrival of the same task is created. Every time that job is able to run (in
an instant that may not coincide with its arrival, in case a higher-priority job is already running),
its execution time is discounted until it is finished. Whether it is finished or not is a matter of the
given job execution time, analysed in Section 6.1.2.

In our AMC variation, discussed in Chapter 4, L-tasks cannot overrun their given time bud-
get and are immediately cancelled if that happens. Conversely, if H-tasks overrun their L-mode
time budget, a mode change to H-mode is triggered. These system events, as the other ones men-
tioned above, are signalled to the intelligent agent as they happen, but will only be processed by
it once it activates, which happens only when the system is idle. This decision is explained in
Section 5.3.2.2.

To speed up execution time, we only process instants in which events (such as start or end) are
scheduled. In a real kernel scheduler, the main loop may be called in every HW timer interrupt,
or only after the expiration of a timer that may be set for the next start event, to reproduce this
optimisation.

Due to similar performance-related reasons, the code does not check for the occurrence of
two jobs of the same task in the running queue simultaneously, which would render the schedule
unfeasible. Thus, any task set fed to the simulator must be mathematically proven feasible.

Algorithm 1 presents a simplified pseudo-code of the simulator.

5.3.1 Event Recording

The agent is notified of relevant events throughout the simulation, such as the start of a job,
a mode change or a task kill, via the push_event interface (see lines 14, 17, 22 and 29 of Algo-
rithm 1). These will be assigned negative or positive rewards that shall be processed when the
agent is allowed to run and serve as a debugging tool to assert the correctness of the simulation
via unit tests.

The agent is informed immediately of any events and pushes them to an internal queue. Our
analysis considers this "signal" to take negligible time and thus be considered part of "context-

switch" or kernel code, which we will omit from consideration.



5.3 Simulator Environment 31

Algorithm 1: Simulator
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current_mode < LMode;
current_running_jobs < [;
task_start_events < collect_start_events(sel f.tasks);
time < 0;
while time < duration do
new_jobs < determine_new_jobs(task_start_events,current_mode,time);
current_running_jobs.append(new_jobs);
current_running_jobs.sort_by_priority();
if current_running_jobs.is_not_empty() then
job < current_running_jobs first();
if job.is_starting() then
next_start_event < find_start_event(task_start_events, job);
update_start_event(next_start_event, job);
push_event(agent, job, time, START, job.id);

if job.has_finished() then
remove_job(current_running_jobs, job);
B push_event(self.agent, job, time, END, job.id);

else if current_mode == LMode N job.running_for > job.task.wcet_l then
if job.task == HTask then
current_mode < HMode;
retain_htasks(current_running_jobs);
push_event(self.agent, job, time, MODE_CHANGE, HMODE);

else

kill_task(current_running_jobs, job, time);
| push_event(agent, job, time, TASK_KILL, job.id);

else
if current_mode # LMode then
current_mode < LMode;
push_event(self.agent, job, time, MODE_CHANGE, LMODE);

run_agent(agent, time);

time < next_start_event(task_start_events,time);

5.3.2 Agent Restrictions

5.3.2.1 Actions on the Environment

As discussed in Section 2.1.1.2, to guarantee that an AMC schedule is feasible, both the stan-

dard response time analysis for L- and H-mode and the analysis of the response time of H-tasks

upon a mode change must be valid. As such, any attempt by the agent to change the environment

that violates this analysis is discarded.

We discard the agent’s action if Equation (5.1) would be violated as a consequence. Recall

that the convergence of this recurrence is a sufficient condition for asserting the feasibility of AMC

schedules, as presented in Equation (3.1).
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Solving this recurrence may take some time. As time is critical in hard real-time systems, we

can use Equation (5.2) instead:
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The revised equation replaces R} by D; in the third parcel. Since D; > R}, the upper bound is
greater, but the interference by higher priority H-tasks, i.e. the last term on the above inequality,
may also increase. It is then unclear which equations would lead to better overall scheduling
results, but it is safe to say that this version is faster and, thus, will be preferred.

In RL terms, this environment is non-deterministic to the agent: attempting to change a system
property (in this case, the WCET" of a task) will not always have the desired effect.

5.3.2.2 Activation

A more significant issue is when to activate the agent. Running the agent arbitrarily (or, e.g. as
a periodic task) is not possible since it may decrease the WCET’ of any task 7; that in its current
busy period may have already executed for more than the new WCET! assigned by the agent,
rendering the system unschedulable.

The agent is modelled as a sporadic task of the system, which may only be activated when
the system is idle in any mode. Note that for the task to be considered sporadic in an RT system,
there must be a minimum interval between activations, which is not specified here. However,
since we do not run the scheduling loop for multiple consecutive time instants > (due to line 32 in
Algorithm 1), that interval is at least equal to the minimum execution time of a task in the task set.

If the system is highly loaded, the DRL agent may be able to intervene only upon the switch
from H- to L-mode for reasons similar to the ones that prevent us from changing the WCET*
while there is any job running. This may ultimately affect the agent’s responsiveness and our

idea’s success.

5.4 Agent Behaviour

Although with restrictions, the agent may attempt to change the properties of the tasks as it
sees fit. As a proof of concept, it can increase or decrease the WCET! on any task.

The agent uses a deep reinforcement learning algorithm to train and perform actions. More
specifically, it uses an implementation of DQN initially based on an open repository [58] and

hand-tweaked, e.g. to support multiple hidden layers and complete parameter configuration.

20f course, that would not be the case in a real HW timer interrupt scenario, requiring further consideration.
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The choice of DQN is mostly based on ease of implementation. However, research is sparse
on the space and time complexity of different DRL algorithms, and one can note that actor-critic
methods are less space-efficient due to the multiple network architecture, and policy gradient
methods arguably perform more time-consuming computations.

A fully-trained agent, ready to be deployed, performs only inference on its policy network.
Figure 5.2 presents the architecture of a policy network with one hidden layer in a system with 3
tasks. The input nodes represent the state and are better detailed in Section 5.4.2.1. The output
nodes represent the Q-values of each available action in the system. The set of available actions is

analysed in Section 5.4.2.2.

Figure 5.2: The policy network of an agent in a system with three tasks t1, t2 and t3.

5.4.1 DQN Implementation

The implementation of DQN that served as the base of our work uses /ibtorch bindings for the
Rust language, provided by the rch package [38], which allows running /ibtorch functionality in
the CPU or the GPU, out of the box, in Rust. The CPU is preferred since target real-time devices

provide no dedicated processing unit besides the CPU 3.

3 An idea that came to us as we were discussing this chapter is to use an external GPU to run the agent on more
sophisticated platforms, e.g. Tesla cars. Since RT tasks likely do not use the GPU, the agent’s interference might be
minimal.
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5.4.1.1 ANN Barebones

Implementing the barebones of a neural network is straightforward, having libtorch set up.
It provides tensors, abstractions for multidimensional matrices containing elements of a single
datatype. Given that performing training and inference is a matter of matrix multiplications and
calculating gradients (derivatives) of a loss function with respect to the model parameters, we can

abstract a neural network using tensors as primitives, as seen in Figure 5.3.

LinearLayer TensorStorage includes
libtorch
A weights_idx: usize operations
NeuralNetwork 2 L bias_idx: usize = 1 S t‘ Tensor
forward(input: Tensor): Tensor get(idx)

Figure 5.3: Abstracting over libtorch tensors. Tensor is provided by libtorch, while the others are
interfaces provided by us.

5.4.1.2 DOQN Infrastructure

A simplified pseudo-code of the agent task is presented in Algorithm 2.

The basic foundation of DQN is inferring the best action in a given state using a policy network
(recall the theoretical explanation in Section 3.2.2.2). While constructing a state representation
from task events is detailed in Section 5.4.2, it is pivotal to understand how inference and training
work.

The agent executes differently depending on its stage:

1. Data collection: the agent fills the replay memory with transitions collected from training

experience, to be sampled later for training.

2. Training: the agent refreshes the replay memory with newer transitions and trains a policy

network by computing the loss against a target network.

3. Reactive: the agent is no longer training; it determines actions only via a forward pass to a

frozen policy network. This is the "deployable" stage.

4. Placebo: the agent executes all the code of reactive mode but always chooses to do nothing.

Useful for testing.

The data collection stage is necessary for preparing training, given the need for replay memory.
As explored in Section 3.2.2.2, the replay memory is used to sample a batch of transitions that
represent motion or causality in the environment, which is fed during training to both the policy
and target networks to compute the loss (lines 17 to 23 of Algorithm 2).

The training stage is where the adjustment of the policy network weights occurs. To avoid

"catastrophic forgetting" and stabilize learning, the target Q-values are retrieved from a pass to
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Algorithm 2: Agent activation
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state <— history_to_input(events_history, simulator);
action < None;

if self.stage # Placebo then
L action <— epsilon_greedy(memory_policy, policy_network, epsilon, state, simulator);

action.apply(tasks);

if action # None then
if — feasible_schedule_online(tasks) then
L action.reverse().apply(tasks);

if self.buffered_action # None then
reward < calculate_reward(events_history, simulator);
push_transition_replay_mem(buffered_state, buffered_action, reward, state);
if replay_memory.is_filled() then
L stage <— Training;

buffered_action < action;
buffered_state < state;

if self.stage == Training then

sample_batch < replay_memory.sample_batch(sample_batch_size);

qvalues < policy_network.forward(memory_policy, sample_batch.state).gather();

target_values < target_network.forward(memory_target, sample_batch.next_state);

expected_values <— sample_batch.reward + gamma X max_target_values;

loss <— mean_squared_error(qvalues, expected_values);

backward(loss);

memory_policy.apply_grads_adam(learning_rate);

if reward_history_len % update_freq == 0 then
target_network.update(memory_policy);

L update_epsilon();

a frozen target network that gets updated once in a while from the current values of the policy

network (lines 24-26). These are then compared to the Q-values retrieved from the policy network

to adjust the latter’s weights via a gradient-based learning algorithm (in this case, Adam *.).

The remaining two stages are straightforward: reactive is a production-ready state transformer

and action inference algorithm with no further adjustments; placebo infers actions but does not

apply them to the environment.

4Adam is "an algorithm for first-order gradient-based optimization of stochastic objective functions" that is consid-
ered to be very memory efficient [30]
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5.4.2 Transition Model
5.4.2.1 State representation

Line 1 of Algorithm 2 constructs a state from the history of events. This is not done to provide
the agent with state evolution throughout time - that is already done by the processing of batching
some experiences at a time - but to be able to feed relevant information, such as the last task
execution time. Had this not been done, we would be left with a static representation of the
taskset, including, e.g., only the task properties, that could be more safely processed at design
time with some heuristic, which is not what we propose.

We represent a state of an environment with a task set r = {¢;,1,...,#,} as a sequence of tu-
ples s = {(WCET:(t,),LastExec(t,)),...,(WCET(t,), Last ExecTime(t,)) }, where LastExec(t)
is the difference in time between the last start and end events of task ¢, if found, and -1 otherwise.

This representation is a proof-of-concept framework and may be augmented with further infor-
mation. For example, in a non-simulated setting, it may be interesting to include recent memory
page usages to try to uncover deeper patterns similar to what is suggested in the literature (refer to
Section 3.1.2.1).

5.4.2.2 Action set

The output nodes of the policy network are the sequential Q-values of each action available
in the environment. Due to the characteristics of DQN, there is a need to discretize the set of
available actions.

The actions available in an environment with a task set 7 = {¢1,2,...,1,}, where n > 3, is the
set o/ = {(increase(x),decrease(y),decrease(z) | x,y,z € t,x # y # z} UNone. In other words, for

each activation, the agent may choose to:

1. Increase the L-mode time budget of task x by 10% while decreasing the L-mode time budget
of tasks y and z by 5% each.

2. Do nothing.

The rationale for increasing one task’s budget while decreasing the budget of another two stems
from the assumption that some tasks’ budgets will err by excess and others will err by defect.
Conversely, this contributes to relative maintenance of the processor utilisation of the task set,
which would not be the case if we were to only increase or decrease budgets at a time.

The None action is there to be preferred when the agent considers that the budgets for all tasks
are already fair considering past behaviour.

For determining the action to apply in a given agent activation, we run inference via a for-
ward pass to the policy network, starting from the environment state representation explained in
Section 5.4.2.1, and select the output node with the higher Q-value, at index i. Since the set &/
is calculated a priori when the agent is bootstrapped (when the simulation begins), it suffices to

index .7 at position i. If i equals the length of <7, we apply None instead.



5.5 Summary 37

5.4.2.3 Rewards and Transition Assembly

A RL algorithm such as DQN collects transitions between states, which include not only the
input and output states, but also the action taken and the received reward.

A more typical RL problem would be able to assemble a transition in a simple way, since
there is normally access to the next iteration of the environment, or the next state, immediately
after the action is performed. Unfortunately, due to agent activation restrictions discussed at Sec-
tion 5.3.2.2, the agent needs to wait for its next activation to peek into the next state of the system,
which may take some time, since it is activated only when the system is idle.

As such, rewards are delayed until the next activation of the agent. To accommodate that, a
previously chosen action and previous state is saved in memory (lines 14 and 15 of Algorithm 2)
until the next activation, that is, until there is information about the evolution of the environment
after the action is taken. At that time, a transition is assembled from the saved action and state, a
calculated reward and the next state of the environment.

The rewards are retrieved from the set of new, unprocessed simulator events, notified in the
meantime. The reward of a given action in a given state is the sum of the rewards of the unpro-

cessed simulator events. An event is mapped to a reward as indicated:

;

0.1 if event = Start

—1.0 if event = TuskKill
event_to_reward(event) =
—2.0 if event = ModeChange(LMode to HMode)

0.0 otherwise

The rationale for assigning the above rewards is arguably very intuitive. We assign a small
positive reward to task start events since they mean that the processor is not idle and computational
resources are being used. Conversely, task kills and mode changes are assigned high negative

rewards since these are the events we are trying to prevent in the system with our approach.

5.5 Summary

There were major challenges to be addressed in the implementation of the system. With a
well-defined scope, the designed system comprises a task scheduler simulator and a DRL agent
interfacing with it.

The simulator applies our variant of AMC and activates the agent when it can, in a way that
must be proven mathematically to be safe for certification purposes. Following the AMC direc-
tives, we determined it can do so only when no task is running, which may hinder some of the
agent’s effectiveness.

The agent runs the DQN algorithm modified to accommodate the delayed information charac-
teristic of the agent’s sporadic activation. Transitions are pushed in the activation after an action

has been executed, and rewards are intuitive given the events we strive to prevent from happening.



Chapter 6
Experimental Evaluation

After reviewing the most important implementation details, this chapter presents an experi-
mental system evaluation. Section 6.1 details how we base our benchmarks on industry research,
while the following sections focus on the computational requirements of the developed agent (Sec-
tion 6.2) and its impact on the quality of service (Section 6.3). Finally, Section 6.4 discusses the

obtained results and their significance for the project’s overall impact.

6.1 Tasks Dataset Generation

A significant issue that may arise when evaluating an innovative approach with potential indus-
try utilization is the closed-source nature of business operations. Realistic benchmarks are often
unavailable due to intellectual property concerns, significantly hindering a fair understanding and
comparison of technological breakthroughs from academia or the industry.

Fortunately, corporate research done in Robert Bosch GmbH [32] unveiled a set of application
characteristics of a specific real-world automotive software system. Returning to Chapter 1, the
reader may recall that the automotive industry is one of our motivations for this research. As such,

our test scenarios and all data used for their generation will be based on that benchmark.

6.1.1 Typical Automotive Taskset Features

Kramer et al. [32] mention that a typical automotive system is decomposed into components,
e.g. AUTOSAR Software Components. The smallest decomposition of a component that is subject
to scheduling is a runnable. Runnables are activated sporadically, in case of angle-asynchronous
activities such as the rotation of the crankshaft or other external interrupts, or periodically, in the
remaining cases. Since we are not provided with information regarding interrupt frequency and
variations in engine rotation during a car journey, we discard sporadic runnables from our scenar-
i0s. We also do not care about the intra-/inter task communication details; we only acknowledge

that they affect their expected execution times.

38
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Runnables with the the same period are mapped to the same task. Therefore, we construct a
task by adding the properties of 2 to 5 runnables (as per Table 6.1) with the same period. For exam-
ple, a task C composed of 2 runnables A and B, given that WCET" (A) = 4 and WCET" (B) =5,
will have WCETH (C) = 9. This is pessimistic, but honouring the absolute timing certainty that

hard real-time systems require is necessary.

Number of Runnables | Share
2 30 %
3 40 %
4 20 %
5 10 %

Table 6.1: Runnables per task. [32]

The average-case execution time (ACET) of a runnable is given in Table 6.2. It is then multi-
plied by a factor f oscillating between f,,;, and f,4r, as shown in Table 6.3, to obtain the best-case

execution times (BCET) and worst-case execution times.

. Average Execution Times (us)
Period Minimum | Average | Maximum
1 ms 0.34 5.00 30.11
2 ms 0.32 4.20 40.69
5ms 0.36 11.04 83.38
10 ms 0.21 10.09 309.87
20 ms 0.25 8.74 291.42
50 ms 0.29 17.56 92.98
100 ms 0.21 10.53 420.43
200 ms 0.22 2.56 21.95
1000 ms 0.37 0.43 0.46

Table 6.2: Runnable ACETs. [32]

Best Worst
f min f max f min f max
1 ms 0.19 { 092 | 1.30 | 29.11
2 ms 0.12 | 0.89 | 1.54 | 19.04
5 ms 0.17 | 094 | 1.13 | 18.44
10 ms 0.05 | 0.99 | 1.06 | 30.03
20 ms 0.11 | 098 | 1.06 | 15.61
50 ms 0321095 | 1.13 | 7.76
100ms | 0.09 | 0.99 | 1.02 | 8.88
200ms | 0.45 | 0.98 | 1.03 | 4.90
1000 ms | 0.68 | 0.80 | 1.84 | 4.75
Table 6.3: Factors for determining runnable BCETs and WCETs based on its ACET. [32]

Period
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The authors [32] argue that a typical automotive system comprises around 1000 to 1500
runnables. Assuming an average of 3 runnables per task (Table 6.1), we would expect a task
set of around 500 tasks to be schedulable. Nevertheless, choosing periods for tasks as indicated

in Table 6.4 results in task sets that are not mathematically proven to be feasible, according to

Equation (3.1) !, once their size reaches around 80 runnables, as presented in Figure 6.1.

Table 6.4: Runnable distribution among periods [32]. Note that shares do not add up to 100%
because angle-asynchronous periods are omitted.
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Period | Share
1 ms 3%
2 ms 2 %
5 ms 2 %
10 ms 25 %
20 ms 25 %
50 ms 3%

100ms | 20 %

200 ms 1%

1000ms | 4 %

25

50 75 100 125 150
number of runnables

(a) 30% L-tasks

25

50 75 100 125 150
number of runnables

(b) 60% L-tasks

Figure 6.1: Percentage of feasible task sets, according to the requested number of runnables.
Increasing the number of L-tasks renders the sets slightly more schedulable.

It is worth noting that we are far from matching the mentioned 1000 to 1500 runnables in
the system. This is because, according to [32], "the given values already assume a multicore

architecture". It is also worth mentioning that we are considering a mixed-criticality model, and

1Of course, a task set could be schedulable without this equation holding, but that is the only reliable way we have
for validating task sets a priori.
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how we are setting the different WCETs, described in Section 6.1.3, is likely to be the main reason
for what we observe in Figure 6.1.

"Adaptations to smaller and bigger platforms can be achieved by scaling the given values", ei-
ther by "scaling the total number of runnables, or by scaling the execution times of the runnables".

We chose to scale down the total number of runnables.
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Figure 6.2: Worst-case CPU utilization of generated tasks, according to their period. Note the high
utilisation for period=1ms and period=10ms.

Figure 6.2 presents the CPU utilisations of a large set of tasks, according to their period, with
properties generated as detailed in Section 6.1.3. The high utilisations of tasks with lower periods

contribute to the limit encountered in task set size.

6.1.2 Generating Execution Times of Simulated Tasks

At runtime, the simulator must determine the execution time of an arriving job based on the
properties it knows about the corresponding task. This may be done by sampling from a truncated
normal distribution centred around the WCET with the BCET and WCET as minimum and max-
imum, respectively. However, it is not trivial to arbitrate a standard deviation of values from the
average.

According to the Project Management Book of Knowledge [25], the PERT distribution is
useful for estimating the duration of an activity when relying on subjective, informed guesses

and dealing with uncertainty factors such as traffic in a car trip which is important for solving
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the travelling salesman problem. It assumes the expected value u to be a weighted average of a
pessimistic guess a, a mode b 2 and an optimistic guess ¢ (Equation (6.1)).

B a+4b+c
N 6

The analogy with our timing uncertainty, due to factors such as cache hits or processor pipelin-

6.1)

ing, is evident. Thus, we use PERT as the main source of execution times during the simulation
runtime.

The triangular distribution is a simpler, arguably less reliable alternative to PERT. As per
Equation (6.2), it places equal emphasis on the extreme values, which are less well-known than
the average. In the task model used throughout this dissertation, the WCET are also not very

well-known, so we expect this distribution to be less realistic than PERT.

. at+b+c
3

Considering a runnable with an ACET equal to 10 us, WCET equal to 30 and BCET equal
to 3 us, sampling from a PERT distribution yields comparable results (Figure 6.3a), over 10000

(6.2)

tries, to sampling from a triangular distribution (Figure 6.3b), using mathematical distribution
implementations from the Rust probability package [57], although slightly smoother on the PERT

side, as expected. As such, PERT will be used in favour of the triangular and the truncated normal

distributions.
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Figure 6.3: Frequency of sampled task execution times.

While our approach aligns with task scheduling expectations in domains like project manage-

ment, it fails to consider architecture-induced execution patterns, such as using memory pages in

2We use the ACET of a task as the "mode" in the PERT distribution. This is arbitrary, but arguably less than
estimating a standard deviation in a truncated normal distribution.
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the cache. These patterns, which the agent could potentially respond to due to the dynamic nature
of reinforcement learning, are difficult to simulate and analyse without detailed research insights.

Therefore, they were not the focus of our studies.

6.1.3 Taskset Parameters

While we detailed suggested task set features in Section 6.1.1, we did not go through how we
convert these to actual properties in the generated tasks.

The ACET of a runnable is sampled from a PERT distribution with bounds and mode shown in
Table 6.2. Then, we find a tuple (f5, f"), where 5 is a random value between f;,;, and f;,q, for
the best periods and f W is a random value between f,i, and fy.qc for the worst periods, presented
in Table 6.3. The ACET of a runnable is multiplied by f® to determine its BCET and by ¥ to
determine its WCET!. Finally, the WCET}, is a random value between the BCET and the ACET.

With the properties of the runnables set, the properties of tasks are simply the sum of the

properties of its composing runnables.

6.1.4 Simulated Time Resolution

With the ACET, BCET, WCET* and WCET! properties set for each task in the task set, one
needs to map these time units to the "instants" in the simulator. In a HW timer scenario, that would
depend on the frequency of interrupts; here, we can arbitrate a correlation.

Based on the precision of the values provided in Table 6.2, we simulated time with a resolution
of 10 ns; in other words, one second of simulated time takes 108 iterations by the simulator. That
means that the simulation will take some time to run: in our testing, a simulation run for 10
simulated seconds, i.e. 10 x 108 instants, takes about 1 minute on an Intel® Core™ i7-2600,
averaged over 10 runs.

The high simulation time is due to the simulator not resorting to a full discrete-event simu-
lation, i.e. "a chronologically nondecreasing sequence of event occurrences” [1]. In the actual
implementation, except for idle moments, the simulator uses incremental time progression, which
is admittedly slower. Although this does not impact the quality of the deployed agent, it is not

ideal for training time and should be improved in the future.

6.2 Computational Requirements of Different Models

Timing and space requirements are just as fundamental to evaluating the feasibility of the
solution as the impact on the quality of service. If the time needed to execute the agent hinders the
execution of other tasks, there is no point in diminishing mode changes. Furthermore, if the agent
is not deployable in embedded devices due to high memory requirements, the solution’s potential
impact is limited.

To test the computational requirements of the agent on tiny devices, we deployed the system on
a Raspberry Pi 4 Model B. While this is not an embedded device and thus does not run an RTOS,
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it is considered an entry-level mini-computer by today’s standards, with just 2 GB SDRAM and
four 1.8GHz processor cores, comparable to a medium-level embedded platform of today.

Raspberry Pi 4 can run Raspberry Pi OS [37], a Debian-based GNU/Linux distribution. Com-
piling and executing Rust programs is done as usual in a Debian system.

6.2.1 Time Requirements

Whereas time hardly matters while training, it’s important that a deployed agent’s activation
is short enough not to interfere with the arrival of other tasks after the idle period.

On our Raspberry Pi, the activation time of the agent, as presented in Figure 6.4, is in the order
of microseconds independent of the size of the policy network, which is good enough considering
that the minimum period of a runnable in the task set is 1 ms (as shown in Table 6.3).

Note that preemption does not occur in any way during agent execution and its job does not
subtract simulated time in the simulation. Considering the short job runtimes observed, this may
not be a major issue; nevertheless, on a production system, the agent must be modelled as a proper
sporadic L-task, which is not considered in our proof-of-concept analysis.

500 A —— 1 hidden layers
—— 3 hidden layers
400
w
=
~— 300 A
w
E
=
200 +
100 | ‘
T T T T T T
0 200 400 600 800 1000
Activation

Figure 6.4: Agent’s activation times in a Raspberry Pi 4.

6.2.2 Memory Requirements

We resort to Rust’s memory-stats crate [40] to track the full memory usage of the program,
which queries /proc/self/smaps on a supported Unix kernel. As of now, we are not able to track
the memory usage of the agent only, with the chosen architecture. In retrospect, a possibly better

design for evaluating this metric would be developing a separate program for the agent only and
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having it communicate with the simulator via some interprocess communication mechanism such
as named pipes.

Figure 6.5 presents the physical memory usage throughout the program, which is predictably
constant since the only relevant memory allocations - the policy network’s tensors - are performed
at the start of the simulation. The event queue is very thin and can be neglected as far as memory
usage is concerned.

Note that the program includes code for gathering statistics, such as these metrics or the re-
ward over time, which also allocates memory. As such, there is room for further minification in

production.

156.93 -

156.92

156.91 ~

156.90 - —— 1 hidden layers
3 hidden layers

156.89 -

Memory usage (MB)

156.88

156.87 A

T T T T T
o] 200 400 600 800 1000
Activation

Figure 6.5: Program’s memory usage in a Raspberry Pi 4.

6.3 Agent’s Impact on the Quality of Service

The agent can impact the overall quality of service of the system by executing actions that
result in a change in the number of task cancellations and mode changes. Whether it is beneficial
is the question that this section proposes to answer.

To understand the solution’s utility in different scenarios, we analysed the agent’s behaviour
for task sets with 25 runnables and in task sets with 100 runnables. As presented in Figure 6.6 and
Figure 6.7, the task sets with fewer runnables show an average lower number of mode changes
and a similar average number of task cancellations in a simulation of 10 seconds without any
intelligent agent. This hints that the introduction of the agent might be more worthwhile when the

number of runnables is higher.
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Figure 6.6: Mode changes in Placebo stage.
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Figure 6.7: Task cancellations in Placebo stage.

The hyperparameters are chosen to train the agent’s model for each task set via a parallel grid
search, prioritizing an equal reduction in mode changes and task cancellations. In other words, the
best hyperparameters are the ones that yield a model of the agent that leads to a higher reduction

in task cancellations and mode changes in runtime.
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Table 6.5 presents the hyperparameter search space, with n referring to the length of the task

set. Note that some hyperparameters are fixed to avoid search time explosion.

Hyperparameter Values Space

maximum memory size 200

minimum memory size 20

gamma 0.99

network update frequency | 5, 10, 20

learning rate 5x107

hidden layers sizes [n/2],[n,n/2],[n,n/2,n/4]
sample batch size 3,6,12

network activation function | sigmoid, relu, tanh

Table 6.5: The search space of hyperparameter values used for hyperparameter tuning. n is the
number of tasks in the task set.

Choosing a different set of hyperparameters and building a different model depending on the
task set might seem counterintuitive. Traditional ML often hopes that a model can generalise to
any data set of the same format to behave well in future, unknown scenarios. In this case, we
know the entire task set beforehand and know it will not change in production. Thus, we can fit
the model for the specificities of the task set without fear of overfitting. Consequently, the model
must be retrained from scratch if the task set changes. >

The following subsections compare relevant events in the simulator with 25 different, example-
generated task sets when running an agent in the reactive stage (with proper hyperparameter tun-
ing) and when not, in a single 2-second simulation #. The order of the task sets is the same in all
figures; in other words, the task set O is the same task set in all test scenarios, and so is the task set
1 and the following.

6.3.1 Impact on Mode Changes

The number of observed mode changes (from L-mode to H-mode), presented in Figure 6.8, is
very low when the system is being orchestrated by the agent. While this is not very relevant in
simulations where the number of expected mode changes is already low, it makes a considerable

difference if the original number of mode changes is high, such as in task sets 11 and 24.

6.3.2 Impact on Task Cancellations

The number of observed L-tasks cancellations, as shown in Figure 6.9, is originally high in the
simulation of the example task sets and considerably lower when the deployed agent is running,

except in a few task sets (task sets 11, 12 and 21), where the difference is negligible.

3We do not consider training time very relevant, but it is not significantly higher than a placebo run since the DQN
training steps are very fast.
4Due to time constraints, this time is quite low and simulation is only run once.



Experimental Evaluation

200 A
—e— Placebo

1754 Reactive

Mode Changes
= = =
[9,] ~J o M (%]
[=] [¥,] [=] [¥,] [=]

]
(%]
L

[=)
L

Nt A AN /\

0123456 7 8 910111213 141516 1718 19 20 21 22 23 24

Task set

Figure 6.8: Agent’s impact on mode changes.

Task Kills

0+ 2

300 e
250
200
150
100 1
50
‘

Placebo
Reactive

0123456 7 8 9 10111213 141516 17 18 19 20 21 22 23 24

Task set

Figure 6.9: Agent’s impact on task cancellations.
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This translates to a higher quality of service in production since tasks are less likely to be

dispensed with, as are the functions needed by the user.

6.3.3 Impact on Task Starts

The impact of the agent on task starts, as presented in Figure 6.10, is a positive side effect of

the reduction of mode changes, but also a desire of the agent by itself (recall the small positive

reward assigned to these events in Section 5.4.2.3). While the difference is irrelevant in most

example task sets, task sets 3 and 13 are impacted considerably.
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Figure 6.10: Agent’s impact on task starts.

6.3.4 Reward Comparison
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Figure 6.11: Cumulative reward observed in simulation with and without an agent’s actions.

The cumulative reward obtained by the agent throughout the simulation is not necessarily
related to the schedulability of the system but rather an artefact of the RL process. However,
comparing it in reactive and placebo stages, as in Figure 6.11, suggests that the agent successfully
reduces the penalty we assign to the scheduling system due to bad events such as mode changes

and task cancellations.
Recall that in placebo mode, the agent’s actions are ignored, and the rewards are a direct

consequence of the events happening in the system as if the agent was not running.
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6.4 Discussion and Summary

Our experimental evaluation measures the impact of the agent in various scenarios using sim-
ulations with auto-generated task sets inspired by industry research. The PERT distribution serves
as the sampler for execution times throughout the simulations.

Our approach aligns with task scheduling expectations in domains like project management,
although it is not certain that the PERT distribution is a good predictor for time in computation
systems.

The results show that the agent significantly decreases task cancellations in most simulations
and can run under 500 microseconds per activation, which is arguably short enough. However,

when deployed on less capable platforms, the agent’s memory consumption might be an issue.



Chapter 7

Conclusions

We now reflect on this thesis work, from the literature review to the experimental evaluation.
We revisit the research questions stated at the start of the document (Section 7.1), highlight the
main contributions of the work (Section 7.2) and discuss some of the limitations and strengths
of the developed artefacts (Section 7.3). We outline future research directions in Section 7.4 and

close with some final remarks in Section 7.5.

7.1 Research Questions Revisited
In Chapter 1, we outlined several research questions which we now address.

1. Q: How can we use state-of-the-art deep reinforcement learning (DRL) to adjust a
real-time system’s schedule in runtime? A: We can use an algorithm such as DQN and

develop a way to represent system state based on asynchronous event communication.

2. Q: How do different DRL models compare, regarding execution time and overall
scheduling impact? A: The different DQN models are similar in time and space require-
ments. The size of the network architecture bigger is the most determining factor for its

performance.

3. Q: Is the time allocated to the DRL task worth it? A: As the agent runs only when the
system is idle and does it very quickly and with a positive scheduling impact, the allocated

time is worth it.

7.2 Main Contributions

Overall, this research work introduced the concept of deep reinforced learning in the schedul-
ing of tasks in mix-critical systems. While the results are limted by the scope of this work, they
are encouraging, showing that it is feasible to include machine learning techniques in domains
where it has been less prevalent with positive results. Specifically, this dissertation makes several

contributions, namely:

51
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1. A thourough contextualization of the real-time computing and machine learning fields to

newcomers with basic computer science knowledge.

2. A review of state-of-the-art real-time scheduling approaches and deep reinforcement learn-

ing algorithms.

3. A study on the constraints required for applying reinforcement learning in an AMC mixed-

critical system to ensure it does not hinder certification capability.

4. A novel approach to convert asynchronous environment signals to state in the real-time

scheduling domain.
5. The development of a realistic task set generator, based on industry insights.

6. An experimental evaluation of the developed agent’s impact on the schedulability of the

real-time system.

7.3 Critical Discussion

Our goal was to identify better scheduling solution without relying on hand-crafted heuristics,
as seen in other research, to easily generalize our approach to a broader range of scheduling sce-
narios. This proved not to be an easy task as it is non-trivial to know what to optimise at design
time, knowing only a handful of properties of real-time tasks. Furthermore, classic scheduling
algorithms proved to be either optimal or near-optimal. Certifying black-box operations in critical
systems such as real-time systems was also particularly problematic.

As such, we focused our efforts on optimising the scheduling in systems whose design leaves
room for subjectivity and where the miss of a timing deadline is not catastrophic for the correct
operation of the system. That is the case of the L-mode of dual-mode systems using adaptive
mixed criticality. Even in this scenario, it was crucial to ensure that the schedules derived usign
our approach did not hinder the certification capabilities of the system. To put it another way,
the design time scheduling feasibility analysis must always be held. After careful analysis, we
determined that this implied the agent could only operate when the system was idle, requiring it
to reconstruct a state using past events emitted possibly long before the inference task.

Despite that limitation, the experimental results are arguably encouraging. Not only does the
agent run fast enough not to raise schedulability concerns, but it also significantly lowers the
number of L-tasks cancellations, improving the overall quality of service without any noticeable
drawback.

This proof-of-concept trial is, nevertheless, far from optimality. Choosing DQN was a prag-
matic decision that allowed us to focus on the intricacies of the domain due to ease of implementa-
tion. Still, it required us to discretize the action space, meaning that the agent could be even more
useful using a continuous space algorithm such as DDPG. On the other hand, our solution is now
limited to the AMC mixed-criticality schema, which may reduce its applicability in the industry

where mixed-criticality is not viable or useful.
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7.4 Future Work

There are several avenues for future work. Clearly, experimenting with a different DRL al-
gorithm might lead to immediately better results without a comprehensive change in the system’s
design. Even using the same algorithm, the hyperparameters in place alter the learning potential
considerably. Given our time limitations, we focused on optimising a few parameters for a few
hours each on a single machine. This could be improved with more time and computing resources.

Similarly, activating the agent more frequently will lead to a quicker application of needed
changes, but that will require a different, possibly more sophisticated scheduling analysis and
proof compared to the one that led to our decision to trigger the agent only in idle time instants.

Lastly, it is evident to us that our concept has limited applicability. It would be interesting to
find out whether it is possible to use deep reinforcement learning in a more general way in the

real-time scheduling field, for example, without a mixed-criticality schema.

7.5 Final Remarks

In summary, this research work main objective of optimising the scheduling of mixed-critical
real-time systems subject to subjective time budget assignments using deep reinforment learning
techniques was clearly met. We could empirically show the efficacy of the developed solution in
a handful of scenarios backed up by industry insight. To the best of our knowledge, this approach

has not yet been explored and reported in the literature.
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